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Risk Equation (Total RISK® METHOD)

RISK =

THREAT X VULNERABILITY X IMPACT X PROBABILITY

EFFICIENT SECURITY CONTROLS

The Risk Equation is described in Tdcito Leite's book "Risk Management in Physical Security" and is part of the Total Risk® Method.




Why we’re good at risk management?




Why aren’t we good at Risk Management TODAY?




Examples of Risks in the Jewelry Production Chain
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Risk Management Process Overview

CONTINUOUS COMMUNICATION AND CONSULTATION
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Risk Identification

The organization should identify risk sources, impact areas, events
and their causes and potential conseqguences.

* The purpose of this stage is to generate a comprehensive list of
risks based on these events that may create, increase, prevent,

reduce, accelerate or delay the achievement of the organization's
objectives.

* Include chain reaction, cumulative effect, cascading and cross-
impact.

* |tis important to use appropriate techniques and tools and involve
personnel with compatible knowledge.




Importance of Event Identification

Risk, based on its general meaning (ISO 31000:2018), is defined as the effect of uncertainty on objectives.

WHERE DOES UNCERTAINTY COME FROM?
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Events are
coincidences in time and Impact and Desviations from
space between threats Consequences objectives are caused

by impacts and
conseguences.

(opportunities) and are caused by events.
vulnerabilities

(resilience).




Analysis of Cause, Event and Consequence Described in ISO 31000
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How to Identify Risks?

INCREASED CONFIDENCE FOR SOLUTION VALIDATION
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Risk Classification

What is risk classification?

* A process that consists of dividing identified risks into
categories or groups based on predefined criteria,
which may include the nature of the risk, its origin, its
magnitude, among others.

What is the purpose of risk classification?

* Prioritization

e Resource allocation

* Understanding and communication
* Mitigation strategy development

* Monitoring and analysis

* Continuous improvement
 Compliance assurance



Risk Analysis

Risk analysis involves developing an understanding of risks.

* Riskis analyzed by determining, at minimum, the consequences
and their probabilities (ISO 31000:2009).

* Risk analysis considers uncertainties, risk sources,
consequences, probabilities, events, scenarios, controls, and
their effectiveness (1ISO 31000:2018).

* Risk analysis can be performed at varying levels of detail.
Depending on circumstances, the analysis may be qualitative,
semi-quantitative, quantitative or a combination of these.
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Risk Assessment

The purpose of risk assessment is to support decision-making
(based on comparing risk analysis results with established risk
criteria) regarding which risks require treatment and the
implementation priority for such treatment.

* Risk assessment involves comparing the risk level identified

during the analysis process with the risk criteria established

when the context was defined.

* Decisions on treatment types will be influenced by risk attitude.




Risk Treatment

Risk treatment involves selecting one or more options to modify
risks and implementing these options.

* Treating risks involves a cyclical process composed of:
- Assessment of previously implemented risk treatments
- Determination of whether residual risk levels are tolerable

- Among other steps




Options for Risk Treatment

AVOID the risk by not starting or discontinuing the activity that gives
rise to the risk.

2. TAKE OR INCREASE the risk to take advantage of an opportunity
(positive risk).

3. REMOVE THE SOURCE of the risk.

4. CHANGE THE LIKELIHOOD of the risk.

5. CHANGE THE CONSEQUENCES of the risk.

6. SHARE the risk (e.g., through contracts and insurance)

7. RETAIN the risk consciously and based on an informed decision.

Note: These options are NOT necessarily mutually exclusive.




Security PDCA based on Risk Management
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Control Implementation & Investment Priority
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Efficient Investment in Security Controls
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What Have We Learned About Risk Management?

.,’

* Develop risk management and risk assessment processes in
compliance with I1SO 31000.

* The main steps for implementing the Risk Management Process are:

Communication and consultation;
Establishing the context;

Risk identification;

Risk analysis;

Risk evaluation;

Risk treatment,

Monitoring and review.
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Risk — What are the business risks

(systemic & integrated) that can

prevent (totally/partially)
realization of objectives.

the

Compliance - Are the desired
actions being performed? Have
undesired actions occurred? Are the
controls defined in the risk
assessment effective/efficient? Is the
organization achieving its objectives?




HOME PRODUCTS PRICING BLOG CONTACT

'for the corporate securi
nd treatment plans.

https://totalrisk.com.br/en



https://totalrisk.com.br/en

See also:
www.bibliotecadeseguranca.com.br/en/

GESTAO DE RISCOS

NA SEGURANCA PATRIMONIAL
Um guia para empresarios e consultores
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Q! t-Risk

Método de Avaliacao de Riscos Badge t-RiSk PraCtitioner

Add the t-Risk Badge to Your Professional History
and Share It!

For more information, contact us.
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